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1. Introduction 
Security technology has been evaluated in terms of theoretical and engineering feasibility 
and mostly from the viewpoint of service providers. However, there has been no evaluation 
from the viewpoint of users. The term “security” includes objective viewpoints of security 
engineering and subjective factors such as sense of security. We have introduced the concept 
of “Anshin” (Hikage et al., 2007; Murayama et al., 2007). Anshin is a Japanese noun that 
literally means “to ease one’s mind”. We have used this term to indicate the sense of 
security. 
Since research on information security has been focused on its cognitive aspect, it is difficult 
to find specific studies related to the emotional aspect. On the other hand, some researchers 
have been considering the emotional aspects of trust. According to Xiao & Benbasat (2004), 
emotional trust is a feeling, whereas cognitive trust is cognition. Emotional trust is the 
feeling of interpersonal sensitivity and support (McAllister, 1995), that is, feeling secure 
about the trustee. More recent studies have accounted for the emotional aspects of trust in 
their frameworks for trust in electronic environments as well (Chopra & Wallace, 2003; 
Kuan & Bock, 2005). Luhmann (2000) reports on the relation between trust and confidence. 
Confidence is also an expectation that may lapse into disappointments. The distinction 
between confidence and trust is whether s/he is willing to consider alternatives. If s/he 
does not consider alternatives, they are in a situation of confidence. 
We explored an interesting concept in which an interface causing discomfort could let a user 
achieve Anshin, because the user would be aware of the danger and risks involved (Oikawa, 
2008; Fujihara et al., 2008). In this paper, we report on the initial model of the discomfort felt 
by a user when using a computer. We use services and systems on the Internet under many 
security threats such as computer viruses and phishing. Quite often, users are unaware of 
such security threats; therefore, they do not take any countermeasures. We have 
investigated some factors of feelings of discomfort and constructed a causal structural 
model of discomfort in order to create an interface that causes discomfort. 
2. Interface causing discomfort 
In this section, we introduce an interface causing discomfort; the interface is described in 
terms of its constructions and applications. 
Source: User Interfaces, Book edited by: Rita Mátrai,  
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2.1 Unusability 
Human interfaces have been researched to a great extent in terms of usability (Nielsen, 
1993). On the other hand, researches have also been carried out on methods to avoid human 
errors in safety engineering. Some interfaces are deliberately designed such that it is difficult 
to operate the systems that employ them. Examples of such systems that are intentionally 
made difficult to use include 
• A system used for blasting dynamite. It is designed in such a way that it is not easy to 
trigger the blast; that is, one has to press two switches simultaneously to initiate the 
explosion. Such a design has been recommended in military installations (Norman, 
1988). 
• The fail-safe design of a microwave oven. According to the International 
Electrotechnical Commission (1996), a microwave oven should be designed such that is 
not possible to operate it without shutting the door (IEC 60335-2-25). 
Such hard-to-use interfaces have also been used in the electronic space. When a user is going 
to execute erroneous operations, the system would display a warning message window and 
ask the user to answer “Yes” or “No” to proceed. However, the problem is that users tend to 
answer “Yes” in order to proceed, without fully understanding the warning message. 
2.2 Applications of feelings of discomfort 
According to an experimental test by Mackie et al. (1989), when the receiver of a message 
was comfortable, s/he would form a reply based on the professionalism of the persuader. 
On the other hand, when the receiver was uncomfortable, s/he would form a reply based on 
the semantics of the message. This experiment shows that the feeling of discomfort would 
persuade the user to take a cautious decision. 
2.3 Methods of causing discomfort 
Methods that can cause discomfort to a user might include designing a system that makes it 
difficult to see or hear through the output device of a computer, makes the user to input and 
search for information or files, or makes a computer run slowly.  
It is also possible to use the sense of touch in order to cause discomfort. Ishii et al. (1997) 
suggested user interfaces that employ tangible devices. For example, it is possible to 
manufacture parts of a computer using certain materials and in certain shapes such that 
these parts would cause a tactile sensation, vibration, or temperature change when touched 
by the user. 
2.4 Possible applications of interface causing discomfort 
An interface causing discomfort would raise the user’s attention when a warning message is 
displayed on a computer. For example, some users choose “Yes” without reading warning 
messages about expired server certification. We believe that we can raise the user’s attention 
to the warning message by applying discomfort interface principles to the design of the 
warning. Sankarapandian et al. (2008) suggested an interface to make the user aware about 
the vulnerabilities posed by unpatched software. They implemented a desktop with 
annoying graffiti that showed the number and seriousness of vulnerabilities. Egelman et al. 
(2008) carried out an experiment on the rate to avoid the damage caused by phishing; the 
experiment was based on a C-HIP (Communication-Human Information Processing) model 
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(Wogalter, 2006) in which the interface warns users about vulnerabilities. They reported that 
the user responses to a warning differed depending on the type of interface used. 
In addition, an application concept exists to avoid accidents caused by the wrong usage of 
industrial products in the real world. This concept involves the application of a discomfort 
interface to the warning message label of a product or dangerous parts of the product so 
that users will not touch those parts. 
Design for awareness of danger is highly interdisciplinary. Generally, red denotes a 
command to “stop” (International Organization for Standardization, 2002). In fact, road 
traffic signs and crossing bars are mostly red and white. However, the color red cannot be 
easily recognized by all human beings. We can raise the user’s awareness of danger by 
adding a discomfort interface to warning information. 
3. User survey 
3.1 Identification of elements causing discomfort 
We have investigated the factors causing feelings of discomfort, first, by finding the 
elements (hereinafter called the discomfort elements) that cause discomfort to users, and 
second, by identifying the factors of discomfort with the use of factor analysis. We identified 
discomfort elements by two methods: a literature survey and a preliminary test.  
From the literature survey, we identified several elements that caused discomfort to a user 
(Ramsay, 1997; Awad & Fitzgerald 2005; Takahashi et al., 2002). Moreover, Tsuji et al. (2005) 
and Hagiwara (2006) investigated the degree of discomfort in daily life. In their studies, they 
used stimulus sentences in order to stimulate subjects. We derived discomfort elements 
from their stimulus sentences as well. In this manner, we identified the following discomfort 
elements: a user cannot use a computer well, malfunctions of the system due to spyware, 
blast of a siren, noise of television, a sudden telephone ring at night, sight of bugs or 
crawlers, etc. 
In our preliminary test, we asked subjects for their opinions about situations and events that 
cause discomfort. In this manner, we identified the following discomfort elements: waiting 
for a computer process to finish, popping up of a system message and advertisements, a 
computer getting stalled/hanged, eyestrain, etc. 
For further analysis, we selected discomfort elements from the opinions. The subjects of the 
preliminary test included twenty two undergraduate students from the faculty of Software 
and Information Science of our university; sixteen of them were males and six were females. 
We asked them their opinions and feelings in detail about “dislike,” “a bit of a bind,” 
“bothering” and “hurtful” matters when they use a computer and the Internet daily.   
3.2 Review of the questionnaire 
We created eighty six questions for simulating discomfort; the questions were based on the 
discomfort elements selected from our preliminary survey. We asked subjects to rate each 
discomfort element. The rates included five ranks: from calm (zero points) to acute 
discomfort (four points). 
We conducted a user survey in order to review the questionnaire. In total, seventy five men 
and eighty seven women of the first-year students from four different departments 
participated in the survey. The survey was conducted from May 8, 2007 for one week. On 
the basis of the survey results, we revised some questions. 
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No. Question mean S.D. skewness kurtosis 
01 It takes so long to boot up a computer. 2.86 0.94 -0.49 -0.37 
02 It takes so long to shut down a computer. 1.83 1.27 0.25 -0.61 
03 
A computer works slowly due to a useful 
operation such as virus check. 
2.30 1.16 0.00 -0.69 
04 
A computer works slowly due to poor 
performance of the computer 
3.02 0.78 -0.57 -0.05 
05 A computer has been freezing. 3.37 0.75 -1.37 1.60 
06 
You get an error message and can not complete 
the operation you need. 
2.80 0.96 -0.47 -0.31 
07 
You get a system message to ask you to confirm 
whenever you try and start a specific operation 
2.07 1.16 0.04 -0.55 
08 
A computer restarted unexpectedly while you 
were using it. 
3.04 1.00 -0.80 -0.04 
09 
You get a system message on a display to ask 
you whether you would like to update some 
software or not. 
1.82 1.11 0.33 -0.37 
10 The computer is infected with a computer virus. 3.64 0.55 -2.21 4.54 
11 The computer display suddenly blacks out. 3.23 0.80 -0.96 0.16 
12 
New software was installed automatically 
without consideration to your wishes. 
2.80 1.25 -0.72 -0.21 
13 
You try and start a prohibited operation and get 
prevented from doing so. (e.g. restricted 
operation) 
1.86 1.36 0.27 -0.73 
14 
You heard suddenly a loud noise from a pair of 
speakers or through a headset. 
2.65 1.18 -0.46 -0.47 
15 
You heard repeated sounds from computer for 
a long time. 
2.53 1.16 -0.36 -0.59 
16 
It takes so long to get an access to and display a 
web site. 
2.79 0.92 -0.50 -0.08 
17 
You set up a LAN cable correctly but cannot 
connect to the internet. 
2.85 1.00 -0.73 0.17 
18 
You get connected to the internet from time to 
time. 
3.05 0.78 -0.78 0.39 
19 
It is hard to grasp what information is available 
and where it is. 
2.49 1.02 -0.25 -0.49 
20 
You see advertisements displayed on the 
website. 
1.66 1.44 0.48 -0.68 
21 
You are not sure whether the information on a 
website is accurate or not. 
1.88 1.21 0.22 -0.60 
22 
It is hard for you to see information on the 
website due to its background color. 
2.26 1.03 -0.03 -0.35 
23 
It is hard for you to find information which you 
are looking for on the web site. 
2.36 0.97 -0.25 -0.13 
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You cannot see a web site due to unsupported 
functions with your web browser 
2.51 1.04 -0.41 -0.07 
25 When you saw unpleasant graphics or texts. 2.69 1.34 -0.61 -0.44 
26 
You come across a website which makes too 
much usage of Flash. 
1.88 1.48 0.09 -0.98 
27 
When you heard sounds or music 
unexpectedly. 
2.33 1.21 -0.05 -0.79 
28 
You get a system message suddenly to ask you 
whether you would like to update some 
software or not. 
1.71 1.10 0.39 -0.34 
29 
You get too many pop-up advertisements on a 
display. 
2.77 1.09 -0.50 -0.37 
30 
When you saw a web site with too many banner
advertisements. 
2.11 1.33 -0.04 -0.78 
31 You read texts in too small font size. 1.75 0.97 0.30 -0.29 
32 
You need to read too long messages on a web 
page. 
1.77 1.06 0.11 -0.45 
33 You need to keep scrolling to read a document. 1.46 1.01 0.56 0.02 
34 You forgot a password. 2.20 1.04 0.02 -0.53 
35 
You need to input too long URL (website 
address). 
2.45 1.45 -0.39 -0.74 
36 You are asked to input your ID and password. 1.59 1.32 0.45 -0.47 
37 
You need to input too many personal 
information items 
2.22 1.24 -0.13 -0.62 
38 
You need to input some personal information 
which you do not like to do so. 
2.66 1.06 -0.41 -0.33 
39 
When you press a key where it is difficult for 
your fingers to reach on your keyboard. 
1.37 1.37 0.61 -0.42 
40 It is hard to control a mouse pointer. 2.52 0.95 -0.06 -0.45 
41 
You need to install more extra software in order 
to install one software. 
2.25 1.13 -0.17 -0.47 
42 
When you input Kanji characters, you cannot 
get the result of the Kanji conversion as you 
wish. 
2.16 1.18 0.07 -0.62 
43 
Your texts are transformed with the auto-correct 
function. 
2.05 1.20 0.12 -0.62 
44 It is hard to understand how to use software. 2.45 1.04 -0.24 -0.28 
45 
You look for a particular window out of too 
many windows. 
1.84 1.31 0.08 -0.77 
46 
It is hard to find software or files you are 
looking for. 
2.24 0.98 -0.11 -0.25 
Note: The rates included five ranks: from calm (zero points) to acute discomfort (four 
points). 
Table 1. Details of the questions 
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3.3 Survey design 
We have conducted an extensive user survey in order to measure the degree of discomfort 
caused by the individual discomfort elements. We prepared forty six questions for 
simulating discomfort on the basis of the results of our preliminary test. Some of the 
questions are listed in Table 1. 
In total, one hundred forty six men and one hundred sixty four women of the second-, third, 
and fourth-year students from four different departments participated the survey. The 
survey was conducted from November 14, 2007 for one week. 
From the three hundred thirteen data records collected, we discarded three data records as 
invalid, including those involving multiple answers, thereby leaving three hundred ten data 
records to be used for analysis. Breakdown of the three hundred ten data records: forty nine 
correspond to the faculty of Nursing; fifty two, to the faculty of Social Welfare; one hundred 
thirty four, to the faculty of Software and Information Science; and seventy five, to the 
faculty of Policy Studies. The average age of the subjects was approximately 20.38 years. 
Most subjects had completed the course on liberal arts of computer use and used a computer 
daily. 
4. Factors of discomfort 
4.1 Exploratory factor analysis 
We analyzed the three hundred ten data records by carrying out exploratory factor analysis 
using the maximum likelihood method. Harman (1976) introduced details about factor 
analysis. For the analysis, we used SPSS 14.0J™ for Windows. Here, we explain the 
procedure of factor analysis. First, the analyst selects questions for analysis, carries out an 
initial analysis, and calculates the initial solution. Second, the analyst decides the number of 
factors by various standards based on the initial solution and performs the second analysis 
with a fixed number of factors. When several numbers of factors are possible, the analyst 
adopts the number of factors is determined according to how possibly interpretable the 
chosen factors would be. Depending on the results of this analysis, the analyst makes some 
changes, such as selecting questions again or changing the number of factors, and repeats 
analyses. 
We carried out the initial analysis with the maximum likelihood method and a promax 
rotation. Figure 1 is a graph called scree plot for determining the number of factors from the 
eigenvalues. From the attenuation of eigenvalues from the initial analysis and the ease of 
factor interpretation, we adopt the seven-factor solution. 
There were five questions (05, 10, 12, 25, 39) that exerted a ceiling effect, two questions (04, 
15) that exhibited high factor loading on two factors, and one question (36) that did not 
exhibit high factor loading for any of the factors. We excluded these questions and carried 
out the factor analysis once more for the remaining thirty eight questions. 
Table 2 lists the values of the factor pattern matrix of three questions that exhibited high 
loading on their respective factors. Table 3 lists the values of the factor correlation matrix 
obtained by carrying out exploratory factor analysis using the maximum likelihood method 
and the promax rotation. 
Factor 1: “Hassle” consists of eleven high factor loading items related to looking for 
things that are difficult to find or to input information using a keyboard or a mouse.  
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Table 2. Factor pattern matrix 
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Fig. 1. The scree plot for determining the number of factors from the eigenvalues 
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Table 3. Factor pattern matrix 
Factor 2: “Search Information” consists of eight high factor loading items related to a 
situation in which a user is attempting to find information that is difficult to locate. 
Factor 3: “Message” consists of seven high factor loading items related with messages 
that interrupt a user’s activity. 
Factor 4: “Unexpected Operation” consists of five high factor loading items related with 
a system malfunction that is unexpected or unintended by a user. 
Factor 5: “Hard to See” consists of three high factor loading items related with the sense 
of sight given by a physical aspect. 
Factor 6: “Waiting Time” consists of three high factor loading items related with 
waiting time and system delay. 
Factor 7: “Sound” consists of three high factor loading items related with the sense of 
hearing given by a particular sound. 
The seven factors include thirty eight items in total and explained 56.1% of the total 
variance. Further, the internal consistency of each factor was as follows: (Cronbach’s 
coefficient alpha = 0.867 for Factor 1, 0.842 for Factor 2, 0.771 for Factor 3, 0.731 for Factor 4, 
0.757 for Factor 5, 0.699 for Factor 6, and 0.649 for Factor 7). Table 3 presents the list of the 
item numbers in a descending order according to factor loading. 
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4.2 Construction of a causal structural model of discomfort 
Yamazaki & Kikkawa (2006) suggested that there is a structure in Anshin, through their 
study on Anshin in an epidemic disease. They inspected the validity of our model by using 
structural equation modeling (SEM). We also constructed a causal structural model of 
discomfort based on the seven factors of discomfort identified in the previous section.  
Structural equation modeling (SEM) is a statistical approach that is used to verify the 
validity of a hypothesis as a causal model. Kline (2005) introduced details about SEM. We 
used SEM to examine what types of causal relationships would be possible between the 
factors of discomfort. For quantifying the degree of validity of a model, we adopted three fit 
indexes, viz., GFI, CFI, and RMSEA1 Please refer (Bollen & Long, 1993) for more detailed 
introduction to fit indexes used in SEM. 
In the model representation of SEM a construct that is measured directly is called an 
“observed variable” and shown as a square. On the other hand, a construct that is not 
measured directly is called a “latent variable” and shown as an oval. Further, in the model 
representation of SEM, a result is decided by a cause. However, some parts of the result are 
not explained by the cause. These parts are called “error terms” in the case of observed 
variables and “nuisance” in the case of latent variables.  
A causal relationship between variables is shown as a straight allow and called a “path.” 
The numbers shown adjoining such arrow or paths are the path coefficients, which signify 
the strength of the causal relationships. 
With the seven factors of discomfort, we prepared the variance-covariance matrix of the 
factor score, connected the high-score pairs of factors, and created a path diagram. We 
selected three to five items of each factor as observed variables for SEM. For the analysis, we 
used AMOS 6.0J™ for Windows. 
Figure 2 shows our structural causal model of discomfort. We found that the model is 
generally appropriate (fit indexes: GFI (0.867), CFI (0.867), and RMSEA (0.067)). The names 
of observed variables in Figure 2 correspond to the ones listed in Table 1. The variables e1 to 
e24 are error terms, and d1 to d7 are nuisance variables. Further, the path coefficients are 
computed as standardized estimates with the standardized variance of the observed 
variables set to 1. There are some paths that have no computed significance probability 
because the fixed path coefficients of the observed variables are located on the top of the 
observed variables to 1 in each factor to save the discrimination of the model. 
 
                                                 
1 GFI is the goodness-of-fit index. GFI varies from 0 to 1, but theoretically can yield 
meaningless negative values. By convention, a GFI should be equal to or greater than 0.90 to 
accept the model. By this criterion, the present model is accepted. 
CFI is the comparative fit index, which varies from 0 to 1. A CFI close to 1 indicates a very 
good fit, and values above 0.90 indicate an acceptable fit. 
RMSEA is root mean square error of approximation. RMSEA is selected as the suitable 
model. By convention, there is good model fit if the RMSEA is less than 0.05; adequate fit, if 
the RMSEA is less than 0.08. 
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Fig. 2. Structural causal model of discomfort 
5. Discussion 
We conducted a survey in which we questioned the subjects about the time they spend on a 
PC. Among the subjects, one hundred eighty nine persons responded that they spent more 
than ten hours a week on a PC. We examined how the experience of using a PC caused the 
users to feel discomfort. By dividing the subjects into a group that used a PC for more than 
ten hours a week (frequent-user group) and another group that used a PC for less than ten 
hours a week (less-frequent-user group), the difference between the average scores of the 
seven factors was reviewed by a t-test.  
As for the Hard to See factor, the less-frequent-user group exhibited significantly higher 
scores than those exhibited by the frequent-user group. This result indicated that the users 
who spent less time on a PC tended to feel severe discomfort about poor viewability, as 
compared to those who spent more time on a PC. With regard to the factors Search 
information and Sound, the frequent-user group exhibited significantly higher scores than 
those exhibited by the less-frequent-user group. This result also indicated that the users who 
spent more time on a PC tended to strongly feel discomfort about retrieval of information or 
noise, as compared to those who spent less time on a PC. Since significant differences were 
not found in the other factors, the discomfort about the factors Hassle, Message, Unexpected 
Operation, and Waiting Time seem less likely to be affected by the amount of time spent on 
a PC. 
As shown in Figure 2, the Hassle factor is at the core of the seven factors. The Search 
Information factor and the Unexpected Operation factor have a number of paths to the other 
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factors; the coefficients for those paths have high values, which indicate that these two 
factors have a strong affect on the other factors.  
The Hassle factor has a significant effect on the factors Hard to See, Message, Search 
Information, and Unexpected Operation. Further, the factor Search Information has 
significant effects on the factors Sound and Unexpected Operation. The factor Unexpected 
Operation has a significant effect on the factor Waiting Time. Moreover, the path coefficient 
between these two factors is highest; therefore, we considered that the two factors have a 
strong causal relationship. 
Although the factors Message, Hard to See, Waiting Time, and Sound have a strong effect 
on the questionnaire items, which appear as dependent variables, they have a little effect on 
the other factors. Therefore, these factors are considered as somewhat independent. 
The structural model, even in its current preliminary form, suggests that user interfaces that 
cause discomfort represent a promising research direction. Each of the seven discomfort 
factors might be used in such an interface. The Hassle factor could be implemented by 
giving users a task to search extra software or files. Alternatively, users could be asked to 
input some information such as the ID and password repeatedly. Further, the Waiting Time 
factor could be implemented so as to provide a user a block to complete an operation. 
Hayasaka et al. (2007) has conducted an experimental study on how a progress indicator 
could affect an operator’s psychophysiological state. We could apply the results of his study 
to implement an interface that compels users to wait for a prolonged time by employing 
different methods to display a progress indicator. In addition, the Search Information factor 
could be implemented to prevent a user from acquiring content that s/he wants as easily as 
s/he expects. The Message factor could be implemented so as to provide a user with too 
many messages to confirm; alternatively, the messages could include nothing important. 
Further, the factor Unexpected Operation could be implemented so as to produce a sudden 
change on a user’s display. With regard to the factors about “five senses” could be 
implemented so as to present users with sudden sounds or with text in hard-to-read 
combinations of the background and text colors. 
It is possible to indicate multiple factors of discomfort together with one interface. We need 
to be mindful that if we cause too much discomfort to a user, the user will not use the 
system or services anymore. The needed amount of discomfort to work as an alarm to a user 
is an important topic of our future work. We need to design an interface with a control over 
how much discomfort can be caused. 
Moreover, from the causal model that we examined, we need to take account of the fact that 
each discomfort factor affects the other discomfort factors; as a result, the feelings of 
discomfort may be amplified. We need some tuning mechanisms in the implementation of 
this model in the future. The implementation of such an interface and its evaluation to verify 
the factor structure is a future study, as is designing methods to quantitatively measure 
discomfort. 
6. Conclusion 
Our aim is to use an interface causing discomfort to alert the user about possible security 
threats. The seven factors of discomfort that were identified by carrying out exploratory 
factor analysis offered suggestions for the design and implementation of such an interface. 
We intend to carry out an evaluation to verify the effects of the interface in a future study. It 
is possible to simultaneously indicate multiple factors of discomfort by using one interface. 
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We need to be mindful of the fact that if we cause too much discomfort to a user, the user 
will not use the system or services anymore. The optimal amount of discomfort that would 
alert a user is an important topic that would be discussed in a future study. We need to 
design an interface that can control the amount of discomfort felt by a user. Moreover, in the 
causal model that we examined, we need to take account of the fact that each discomfort 
factor affects the other discomfort factors; as a result, the feelings of discomfort feelings may 
be amplified. Some tuning mechanisms need to be incorporated during the implementation 
of this model in future. 
We are working on the development of the interface casing discomfort. We considered an 
access to a harmful link as an example; a different interface is necessary in other scenes. An 
interface causing discomfort is also useful to make users aware of careless operations such 
as sending an e-mail to another address by using an autocomplete function without paying 
attention. 
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